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User Management

Left

User Types

• Administrator

• Inputter / Creator

• Authorizer

• View Only

• Custom Role

User Creation

• By Admin

• By BACB Staff

• Customer Self-Service 
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User Management

• By Admin

• By BACB Staff

• User Self-Service 
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Payments

Left

Types

• Ac to Ac Transfer

• Domestic Payment

• International Payment

• Payee Management

• Account Sweep

• Bill Payment

Bulk Payment

• File Upload

• On-Screen Template

Manage Payment

• Future Dated 
Payment

• Standing Order

• Direct Debit

• Approval Workflow
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Trade Finance

Left

Trade Finance

• Import / Export LC

• Guarantees

• Collections
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Communication

Left

Methods

• Secure Message

• Email Alerts

• SMS Alerts

• Push Notification

• Notification Centre

Campaigns

• Email / SMS 

• Push Notification

• In-App Banners



Background



Background



Background



Background
Right

Other

Left

CARDs

• New Card Request

• Manage Card

• Manage Travel Plan

Settings

• Manage Phone No

• Manage Email

• Manage Address

• Online Banking 
Access

Innovation

• Smart Banking 
Advisor
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User Authentication

Left

Internet Banking

• User ID

• Password

• Soft Token

• Hard Token

• Push Authentication

Mobile Banking

• User ID

• Password

• Facial Recognition

• PIN

• Fingerprint

Spotlight

• Single Sign On (SSO)

• User ID

• Password
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Login and Transaction Signing SCA (Strong Customer Authentication)  – with Uniken
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PSD2 – Account Aggregation

Integration and API Manager (Fabric)

Experience APIs

SELF-SERVICING CHANNELS

SDS
DBXDB

(Consent)

Client ERP – XERO QuickBooks Integration - CODAT

Universal APIs for Small Business Data

SDS
Data Lake

(Transactions)Temenos XAI
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Integration and API Manager (Fabric)

Experience APIs

SELF-SERVICING CHANNELS

CRM Integration

Temenos coreBACB
TEMENOS R16 Replicate Customer & Account 

Information

Channels Rated e.g. Campaigns 
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Visualizer

One stop shop for all your developer 
needs regardless of the channel

Omnichannel Low Code

The user: Bank/Partner

1 2 3Prebuilt 
Widgets

Omnichannel 
Components

Internationalization

Micro apps
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Visualizer

One stop shop for all your developer 
needs regardless of the channel

Omnichannel Low Code

1 2 3Testing Accessibility
WCAG 2.1

Import 
Components

Micro apps

The user: Bank/Partner
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Developer

Tester/QA 

Operations

App Factory
Quantum Testing Framework (Jasmine)

Appium TestNG
Selenium TestNG

Visualizer App Factory

Fabric

App Factory
Synthetic Testing

Fabric
Alerts & Crash Analytics

User Journeys
Reports

App Factory
iOS

Android
Web
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Choice of Operating Model

Single code base, same product

0

Bank runs the software 

Cloud

SOC 1
SOC 2
SOC 3

OpenShiftFS …

Temenos runs the software

On-Premise

Standards & regulations Public cloud Private cloud

Bank adopts the uniform terms 
offered by Temenos

Bank makes the operational and technology choices

*

* Available in H2 2024
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Bank Temenos

SaaS: Excellence delivered for all Temenos banking solutions  

Change development

Licence & maintenance

Change: Configuration & UAT

24x7 NOC, SOC, support desk

Service Continuity (DR & BCP)

Governance, Security & Risk assurance

Infra/app management & maintenance

Upgrades & updates

1st line support

Run the Bank including direction, oversight & control 

Client managed

Temenos Software

Temenos Service

Change development

Licence & maintenance

Change: Configuration & UAT

24x7 NOC, SOC, support desk

Service Continuity (DR & BCP)

Governance, Security & Risk assurance

Infra/app management & maintenance

Upgrades & updates

1st line support

Run the Bank including direction, oversight & control 
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Temenos Service

Change development

Licence & maintenance

Change: Configuration & UAT

24x7 NOC, SOC, support desk

Governance, Security & Risk assurance*

Infra/app management & maintenance

Upgrades & updates

1st line support

Run the Bank including direction, oversight & control 

Service Continuity (DR & BCP)

Bank Temenos

• BCP aligned with ISO 22301, actions audited and reflected in the SOC 2 report 
• Azure platform provide managed services, security measures, networking capabilities and 

database etc. enabling a resilient and cloud native architecture 
• Record elastic scalability allows for automatic and dynamic allocation of resources 

• 24x7x365 Network Operations Center for Cloud Operations 
• 24x7x365 Security Operations Center 
• 24x7x365 service desk and associated critical support center
• Temenos SaaS designed governance including Security, GRC and SaaS CoE  

• Patching of all infrastructure, platform and application components
• Network management, firewall configuration, traffic management
• Performance monitoring, tuning, scaling of application environment 
• Monitoring of application integration
• IT Service Continuity testing, 
• Back-up and restore

• Annual upgrade for both infrastructure and applications
• Monthly patches and updates 
• Automated Testing Framework to easily consume and minimize effort for upgrade

Service 
Continuity 
(DR & BCP)

24x7 NOC, SOC, 
support desk

Infra/app 
management & 
maintenance

Upgrades & 
updates

• Highest standards for certification and auditing including SOC2, ISO2700X, EU Cloud 
Conduct and CSA
• Proven under 30+ regulators around the globe 
• Continuous governance development through dedicated Temenos Data Privacy, Temenos 

Security and Temenos Risk teams 

Governance, 
Security & Risk 
assurance

* Shared responsibility for bank and Temenos

Leverage the value of the 
Service

52
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Temenos Applications Managed Services

IaaS PaaS

The Temenos SaaS solution is built on the standard Azure IaaS and PaaS services made available to all. These services are then configured 
and hardened for use within the Temenos SaaS

Operations: Cloud Command Centre, Security 
Operations Centre, DR & BCP

Support: Service Desk, Incident Management, 
Problem Management, Change & Release Management, 
Request Fulfilment

Platform Management: Security Hardening, Configuration 
Management, Monitoring, Data Management, Patch 
Management

Facilities Management: Data centres, Physical 
network, Physical hardware, Physical access control

Operations: Monitoring, Physical maintenance, 
Platform-as-a-Service management, Security Monitoring

Application Management: Monitoring, Batch process management, 
database tuning

GRC: Security & Privacy Controls, Security testing, Risk Management 
Board, External Audit & Certification, Business Continuity

GRC: Financial services compliance program, External Audit & 
Certification, Red/Green Security Testing, Risk Management

Location: Primary & Secondary sites for DR

Temenos SaaS on Azure 
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SaaS Integration & Connectivity approach

Temenos 
software

APIs

Events

Adapter

ActiveMQ

Event Hub

SFTP

KeyCloak

Front 
Door

Bank’s end customers

Azure Entra ID

API Gateway 
(Client choice, optional)

SFTP Server

MQ Broker 
(Client choice, optional)

Kafka Broker
(Client choice, optional)
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S2S VPN

Express 
Route

Temenos Banking Cloud (Azure) Bank’s Azure SubscriptionAzure 
Private Link

Bank’s 
On-Prem/ 3rd 
party cloud
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BACB Integration with Temenos SaaS

APIs

SFTP

KeyCloak

Front 
Door

BACB end customers

Azure Entra ID

API Gateway 
(Client choice, optional)

SFTP Server
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S2S VPN Express 
Route

Temenos Banking Cloud (Azure) BACB Azure SubscriptionAzure 
Private Link

BACB On-Prem

T24 R16
TWS 
SOAP 

Webservices

Spotlight

Visualizer

Fabric

Temenos Digital

Other Systems
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Security

Authentication

Data Controller

SaaS security standards & Certifications

Protection mechanisms and related standards

Authorization Privacy & Encryption

Bank’s IAM/SSO

Spotlight
TLS/HTTPS

TDE

Application Encryption 
(via 3rd party)

SOC 1  Type II
SOC 2  Type II
SOC 3

ISO 27001
ISO 27017

ISO 27018
ISO 22301

Source code scanning (SAST) Container scanning

Security in development (standards and processes)

Security testing (DAST) Open source detection (SCA,OSL)

SCA via 3rd party

Testing

Bank

Data Processor

Bank + Temenos (SaaS)To determines the purposes for which and 
the means by which personal data is processed

Processor acts under the instructions of the controller only, 
by processing personal data on behalf of the controller.
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Audit Logs

• All activities are logged at a system and application level.
• Clients have access to application-level audit logs when provided by the application.
• System level audit logs are not provided to clients.
• As an optional service (with commercials) we can provide a feed of security events from Azure Security Centre 

to clients.  This allows the client to integrate key security events into their own SOC.

Note: The number of events generated by the services is huge

Source Description

Azure Activity Logs Azure resource activity logs relating to modification of Azure 
resources.

Azure Bastion Logs Azure Bastion is used to provide Temenos with remote access to 
servers

Operating System Logs Security Audit logs relating to authentication, process creation 
and exit, and firewall connection events.

Azure SQL Security Logs Database authentication events.

Azure Defender Alerts Security Alerts from Azure Defender 

Azure Key Vault Events Key Vault events relating to access to key material.

Azure Dedicated HSM Logs Azure Dedicated HSM logs relating to access to key material.

Application Logs User related activities in the application.
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Security Event Feed

Client SOC 
(Splunk and IBM QRadar)

Temenos SOC

Azure Security Center

Tooling

Applications

Middleware

Database

Operating System

Azure Fabric

Temenos Cloud Environment

Azure Log Analytics

Security Incident / Events 
Management

Azure Sentinel (SIEM)

Event Hub

Azure Monitor
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Service Level Agreements – SLAs – Disaster Recovery and Business Continuity 
Operational Architecture (SaaS)

Disaster Recovery (DR) is for Class A Environments

• Distribution of services across different and multiple Availability Zones
• Replication of Client Data between Availability Zones and Temenos Regions
• Geo-redundant replication to Secondary Region 
• Operational and support activities from multiple locations
• Data backups are stored in redundant storage (by default) 

Disaster Recovery Plans and Testing by Temenos Global Cloud Availability and Service 
Continuity team on annual basis

Temenos is not responsible for the Client’s corporate BCP and DRP or for the Client’s internal IT 
systems.
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Availability – Multi-AZ Deployment
Operational Architecture

Active/Active capability at each layer 
(web/middleware/application/database)
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Indicative deployment across regions

Primary – UK South

Class A

Class B

Class C

Class D

(n)

(n)

(n)

(n)

Secondary – UK West

Class A (n)

Primary

Secondary
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Bank’s Azure 
Subscription

Bank’s Azure 
Subscription

T24 R16
TWS 
SOAP 

Webservices
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Temenos Uniforms Terms and SLAs

• Fostering transparency and clarity in Temenos’ client interactions. 
• Serve as the foundation for understanding the services provided, obligations, and rights of both parties involved.
• Provide a clear and consistent language and structure for all interactions BACB would have with Temenos.
• Less confusion and more trust between the Bank and Temenos platform.
• With standardized terms, the Bank can confidently navigate Temenos services, knowing exactly what to expect 

and easily understanding Temenos policies.
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Service Levels  Uniform Terms
Operational Architecture (SaaS)



72

Service Level Agreements – SLAs – Incident Response Time
Operational Architecture (SaaS)

• Support SLAs which assigning the priority and severity level of the software Issues and response times.

• All support incidents logged on the Temenos Customer Support Portal (TCSP)/JIRA by the client will have a priority 
assigned by Temenos support during analysis of the incident. 

• Categorization according to the severity of the problem and is classified accordingly as Severity 1, 2, 3, 4 and 5. The 
SLA’s form a part of our software agreements with clients. 
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Service Level Agreements – SLAs – Incident Fix Time
Operational Architecture (SaaS)

• Support SLAs which assigning the priority and severity level of the software Issues and response times.

• All support incidents logged on the Temenos Customer Support Portal (TCSP)/JIRA by the client will have a priority 
assigned by Temenos support during analysis of the incident. 

• Categorization according to the severity of the problem and is classified accordingly as Severity 1, 2, 3, 4 and 5. The 
SLA’s form a part of our software agreements with clients. 
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